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Background 

• Developed by ASDSO and DHS 

• Approved by ASDSO – June 2013 Board 
Meeting 

• Distributed to State Dam Safety Offices in   
July 2013 



Section 1: 
Develop Awareness of Dam Security 

Issues and Responsibilities 
 



1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 

• Conduct Periodic Security Briefings and 
Provide Security Training to Dam Safety 
Personnel 

– Training Opportunities 

• DHS 

• FEMA 

• ASDSO 



1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 

• Access the ASDSO’s Security, Protection and Risk 
Mitigation for Critical Infrastructure Dams Website 

 



1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 

• Access and Monitor the Homeland Security 
Information Network - Critical Sector (HSIN-CS) 
Dams Portal 

– Web-based portal for information sharing and 
collaboration between Federal, State, local, tribal, 
territorial, private sector, and international partners 
engaged in the homeland security mission 

 

 

 



1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 

• HSIN-CS Dams Portal 

 

 

 

 

To Participate Contact: DAMS@HQ.DHS.GOV 



• Access the Dams Sector Analysis Tool (DSAT) 

– Dams Sector Analysis Tool (DSAT) is a web-based 
platform developed by DHS and the USACE  

– Series of modules and supporting components 
that integrate a variety of analytical capabilities 
and data collection tools. 

– For access to DSAT Contact: DAMS@HQ.DHS.GOV 

 

1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 



• Dams Sector Analysis Tool 

1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 

 Consequence-Based Top Screen Tool 

 Portfolio Prioritization Tool 

 Comprehensive Facility Report Module 

 Common Risk Model for Dams Module 

 ATPlanner-Dams Data Input Tool 

 Significant Incident Report Database 

 DSAT Viewer (includes DSS-WISE) 

 DSAT User Management Tool 



• Dams Sector Analysis Tool (Cont.) 

– DSS-WISE 

• Integrated software package for two-dimensional dam 
and levee break flood simulation, inundation mapping 
and consequence analysis 

1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 



1.1 Stay Informed and Develop a Basic Understanding 
of Security Issues 

• Develop a Consolidated Reference Library of Dam 
Security Documents 

– Inventory of Dams Requiring Elevated Security Scrutiny 

– Inundation Mapping 

– Consequence-Based Top Screen (CTS) Data Summaries 

– Security Related Correspondence / Inspection Reports 

– Suspicious Activity Reports 

– Security references, guides, handbooks 

 

 



1.2 Encourage Information Sharing and Outreach 

 
• Enhance Dam Owner/Operator and First Responder 

Awareness of Dam Security Issues 

– Security Training/Exercises for Owners/Operators 

– Maintain Relationship With        
Law Enforcement and State                          
Homeland Security Office 

 



1.2 Encourage Information Sharing and Outreach 

 
• Encourage Reporting of Suspicious Activities 

 

– Share Suspicious Activity  

Posters with Owner/Operators 

 

– Utilize the SAR Tool in HSIN-CS 

 Dams Portal 

 

– Coordinate with Fusion  

Center to determine contact  

information 

 

 



Section 2: 
 Collaborate with State, Federal and 

National Organizations with Dam 
Security Responsibilities 

 



2.1 Encourage State and Local Coordination and 
Collaboration 

 
• Coordinate and Collaborate with State and 

Local Agencies 

– Keep state and local OEM agencies and state 
offices of homeland security apprised of dam 
security related activities, formulate inter-agency 
strategies, and coordinate follow-up activities. 



2.1 Encourage State and Local Coordination and 
Collaboration 

 
• Coordinate and Collaborate with Dam Owners 

– Discuss Current Issues, Challenges, and Needs. 



2.1 Encourage State and Local Coordination and 
Collaboration 

 
• Coordinate and Collaborate with State Agency 

Dam Owners 

– Develop a State-owned dam security plan 

 



2.2 Encourage Federal and National 
Coordination and Collaboration 

 
• Participate in National Dam Security Meetings 

and Committees 

– Government Coordinating Counsel (GCC) 

• GCC Workgroups 
– Education 

– Research 

– Information Sharing 

– ASDSO Committee on Security and Risk Mitigation for 
Critical Infrastructure Dams 

 



2.2 Encourage Federal and National 
Coordination and Collaboration 

 
• Support Federal Requests for Information Regarding 

Dam Security 

– Participate in Consequence Based Top Screen (CTS) 
Program 

– Compile and Submit Data Pertaining to Critical 
Facilities 

 



2.2 Encourage Federal and National 
Coordination and Collaboration 

 • Meet and Collaborate with DHS Protective 
Security Advisors 

 



Section 3: 
 Identify, Prioritize, and Evaluate 
Security Risks on State-Regulated 

Dams 
 



3.1 Identify High-Priority State-Regulated Dams 

 
• Conduct Consequence-Based Prioritization of 

State-Regulated Dams 

– Evaluation of… 

• Downstream Impacts Based on Inundation Mapping 
» PAR, Critical Facilities, Transportation  

• Function/Purpose of Facility 

– Utilize Consequence Based Top Screen (CTS) 
Screening and Prioritization Method Available 
Through DSAT. 

 

 

 

 



3.1 Identify High-Priority State-Regulated Dams 

 • Consequence-Based Prioritization (Cont.)  

– Dam Sector Analysis Tool (DSAT) Viewer provides… 

• Population Tool – Daytime/Nighttime Population Data  

• Infrastructure Tool – Schools, Hospitals, Emergency Services 

 

 

 

 



3.2 Conduct Risk Assessments for High-Priority 
State-Regulated Dams 

 
• Complete Security Inspection 

– Evaluate the Current State of On-Site Security 
Measures / Procedures. 

– Security Inspection Checklist 

• Tool to Help Evaluate Overall Security 

• Located in Appendix B of Guidelines 

 



3.2 Conduct Risk Assessments for High-Priority 
State-Regulated Dams 

 
• Complete Security Inspection 

– Security System must address 

• Deterrence 

• Detection 

• Delay 

• Assessment 

• Response 



3.2 Conduct Risk Assessments for High-Priority 
State-Regulated Dams 

 
• Complete Vulnerability & Risk Assessments 

– Common Risk Model for Dams (CRM-D) 

– Risk Assessment Methodology for Dams (RAM-D) 

– Dam Assessment Matrix for Security and 
Vulnerability Risk (DAMSVR) 



3.3 Support and Coordinate Development of 
Security Plans 

 
• Develop a State Dam Security Implementation 

Plan 

– Coordinate With State Homeland Security / State Police  

 



3.3 Support and Coordinate Development of 
Security Plans 

 
• Oversee the Development of Plans for 

Individual Dams 

– Emergency Action Plans 

– Security Plans 

– Recovery Plans  

– Continuity Plans 



3.3 Support and Coordinate Development of 
Security Plans 

 
• Oversee the Development of Plans for 

Individual Dams 

– Security Plans must include procedures reflecting 
increased security measures during periods of 
heightened terrorist threat as determined by the 
DHS National Terrorism Advisory System  

 

• Elevated 

• Immanent  



3.4 Monitor Status and Progress 

 
• Oversee Implementation of Protective 

Measures on Dams 

– Site Visits to Confirm Security Enhancements 



3.4 Monitor Status and Progress 

 
• Monitor Effectiveness of Protective Measures 

on Dams 

– Monitor Condition of Existing Measures 

– Recommend Modifications  

 

 

 



3.4 Monitor Status and Progress 

 
• Track General Status/Progress of Dam Security 

for State-Regulated Dams 

– Conduct Periodic Security Inspections to Evaluate 
Completed Security Enhancements and Procedural 
Changes. 

 



Section 4: 
 Conduct Security Exercises and 
Participate in Related Activities 

 



4.1 Conduct Security Exercises for High-Priority 
State-Regulated Dams 

 
• Encourage a Periodic Security Exercise 

Program for High-Priority State-Regulated 
Dams 

– Exercises (Discussion or Functional-Oriented) 



4.1 Conduct Security Exercises for High-Priority 
State-Regulated Dams 

 
• Take Advantage of Existing Exercise-Planning 

Tools 

– DHS Dams Sector Tabletop Exercise Toolbox 
(DSTET) 

– Homeland Security Exercise and Evaluation 
Program (HSEEP) 



4.2 Participate in Related Exercise Activities 
Relevant to Dam Security 

 
• Participate in Federal, Cross-Sector, or 

Regional Exercises and Assessments 

– DHS Information Sharing Drill  

• Conducted in 2012 and 2013 

• Next Drill Scheduled for February 2014 

– Statewide Emergency Action Plan Exercise 

• Scheduled for December 2013 



What’s Next? 

• Continue to Monitor ASDSO Website for 
updates. 



Questions? 

Guidelines for State Dam Safety Office 
Implementation of a Dam Security Program 

 


